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Introduction
There are a number of very real risks to information systems, but they are not absolute. There is a

Chance of any system being subject to attack, but it isn’t certain. You are not subject to the whims of the attacker or of nature; there are many things which can be done to mitigate the losses.

Risk management is the total process of identifying, measuring, and minimizing uncertain events

Affecting resources. This paper was written to help in the objective analysis of the risk management

Process. The Office of Management and Budget CIRCULAR NO. A-130 dated February 8, 1996 states:

“The Appendix no longer requires the preparation of formal risk analyses. In the past, substantial resources have been expended doing complex analyses of specific risks to systems, with limited tangible benefit interims of improved security for the systems. Rather than continue to try to precisely measure risk, security efforts are better served by generally assessing risks and taking actions to manage them. While formal risk

Analyses need not be performed, the need to determine adequate security will require that a risk-based

Approach is used. This risk assessment approach should include a consideration of the major factors in risk management: the value of the system or application, threats, vulnerabilities, and the effectiveness of current or proposed safeguards.” For this reason, many Federal, including Department of Defense, agencies have-not performed a formal risk analysis but have instead opted for a less-extensive facilitated risk assessment process. For this reason many of these methods are not required and may not be familiar, but may help in the preparation of a comprehensive risk assessment.

Evaluating What Is At Risk

Every asset has an associated cost. The cost of physical assets should be the at least the

Replacement cost, which should also include inflation rates. Categories that should be considered are:

Facilities: All buildings, air conditioning, furnishings and other support equipment. Excludes any

Asset more properly classifiable in another asset category. Think of things like “fire” or “flood”.

Other possibilities include earthquake, bombs and chemical contamination, which causes the EPA

To close the facility. The cost associated with computing resources can be the cost to run the

Resource for a given time period, or by estimating the time required to rebuild/compile, test and reinstall. Equipment: All information system equipment located in the contiguous area. Does NOT include equipment that would NOT be lost, say, in a fire that completely destroys the computer facility

Such as relay equipment under a manhole cover or mounted on a telephone pole outside of the

Facility. Everything that you had to buy and install in the center- you should be able to get the

Purchase price real easy. And check the maintenance agreement - there may be some proviso in

There amongst the warranty information. Software: All programs and documentation that would be lost if the computer facility were completely destroyed. This can be broken down into:

Commercial - You bought it, you can consult your receipt. Check the warranty information,

Because it may be replaced for free in the event of disaster.

Proprietary - You developed it yourself. How much would it cost to re-create it?

Records and Files: All magnetic media data files that would be lost if the facility were completely

Destroyed. Simply count and multiply. The information content of those items is covered next.

Data and Information: An arbitrary value methodically applied to represent the value of all data

And information maintained in the computer facility; including any losses that might occur were

The data compromised but not necessarily destroyed.

For estimating the costs of the data itself, talk to the information owners: find out how much

Time and resources would be required to replace it (if they need to replace it all). Cost time and

Resources - the procurement department should be able to cost staff time when needed. One

Measure is the labor needed to recreate it. To this should be added the "opportunity cost" -- the

Money unearned because one is busy recreating instead of proceeding with other business. Try to

Estimate impact on the business: ask questions such as: "can you do your work without this data?

If not, can the company operate without revenue until you get the information back?" and so on.

Estimate cost of this impact (taking into account intangibles such as loss of business, loss of

Reputation, etc.). Internal/external auditors should be able to help do the cost estimating.

Information results from the processing of data. Although there are ways to quantify and

Characterize data; measuring the value of information is more difficult. Often a small amount of

Information will have greater value than large amounts of other information. The need to design

Cost-effective information protection architectures add new urgency to this classic problem.

There is no one metric that applies to all circumstances, but an approach using multiple metrics,

Each looking at one aspect can still be useful. Although it would be nice to have a simple way of

Assigning an absolute value to information, it may be more useful to assess value is relative to

Some context including the uses that are to be made of it as well as the actions of competitors or

Enemies.

There are different types and places where information resides in an organization and methods

To assess its value in each of these. Vital Information exists in:

Vision or Mission Statements,

Strategic Plans or Operational Concepts

Business Processes

Corporate Databases

Information System Resources including the capabilities of the knowledge workers

Whose expertise makes things function? (These resources are the ones that you will

Probably be more concerned about.)

The cost associated with intellectual property should take into account how the organization

Would react if the data were to be totally compromised.

Some types of information, such as trade secrets are valuable because they enable it to build

Better products or conduct a type of business more ably than those who don't share these secrets.

This type of information can lose its value should it become commonly available. The same is

True of intellectual capital such as software or copyrighted literature. Regardless of other

Functional or societal value it may carry, its commercial value derives from its ability to influence

Purchases or products containing it.

Other types of information such as advertising or political ideas increase in value when they

Are widely distributed or shared. Their value lies in the impact they have on actions such as

Purchasing or voting decisions.

Negotiable: The value of all negotiable items produced by the computers operated in the

Computer facility which might be fraudulently misappropriated, etc. by transactions entered into,

Created by, or otherwise processed in the computer(s) located in the facility, even though the

Eventual loss might be directly caused by another computer, another manual operation, or a

Combination of the two.

Material: The value of all tangible property controlled by or accounted for by the computer(s)

Operated in the facility which might be fraudulently misappropriated, etc., by transactions entered

Into, created by, or otherwise processed in the computer(s) located in the facility, even though the

Eventual loss might be directly caused by another computer, another manual operation, or a

Combination of the two.

Mission: The value of the operating budget of all activities using the computer facility, factored

By the workload of these same activities that could not be performed without the computer. That

Is the exchange value of all the functions dependent on the computer facility, reduced by the

Percentage of that dependency.

Personnel: An oft-overlooked resource. Remember that SOMEONE takes care of and operates

These things! There is an entire IS staff to consider, as well as whoever else has operating

Responsibilities. Some of these individuals are critical - for example, the person who changes the

Tapes, whoever performs system administration duties, keep the network up, keys in the volume

Of text…. As a very beginning, you will need the salary data and what it would take to hire a

Replacement if they happened to get hit by a bus. The Human Resources department may be able

To help with this information.

Goodwill: "Goodwill" might not sound significant, but in taxation/accounting terms, it can be one

Of the very largest assets a company has. It also is something that is explicitly sold (or not) with a

Dollar value when a company is evaluated and/or sold. Some people you are dealing with may

Reduce their estimate of your company's abilities should they find out that the data was lost or that

You had to bother them to get some aspect of the data back.

Other factors which are even harder to estimate, but which need to be taken into account, are:

Embarrassment to the organization

Financial impact of the loss of confidentiality of the information

Legal impact

Pricing the loss of availability of the information

Actual Threats to the Information Systems

A risk is the loss potential that exists as the result of threat and vulnerability pairs. A number of

Threats and an evaluation of the areas in which they are threats and a measure of concern that each risk

Exists are listed. A threat is “any force or phenomenon that could degrade the availability, integrity or

Confidentiality of an Information Systems resource, system or network. One definition is “any

Circumstance or event with the potential to cause harm to a system in the form of destruction, disclosure,

Modification of data, and/or denial of use.”

For each threat, an individual needs to estimate the loss if the threat were to occur. Therefore, an

Individual needs to know:

the replacement cost

the cost to recreate intellectual property

the value of an hour of computing time.

Other considerations (embarrassment, loss of confidence,)

Here is one way to classify the type of risk to the resource that a particular threat poses. The

Classifications are availability, confidentiality and integrity.

Availability - This is broadly defined as having the resource in a given place, at the given

Time, and in the form needed by the user.

Confidentiality - Some define this as “The concept of holding sensitive data in confidence,

Limited to an appropriate set of individuals or organizations”.

Integrity - One can define this as “The ability of an AIS to perform its intended function in a

Sound, unimpaired manner.”

Some of these threats - though not necessarily all - are given below. Naturally, you must consider

Your own situation. Some threats will not matter and may be dropped from consideration and there may be

Unique considerations with your specific site.

Threats: Assets at Risk

Facilities: Environmental risks cover things such as floods, lightening, earthquakes, tornadoes…

There should be a local meteorological office that could provide information on this, but quite likely a

Large insurance company should be able to supply more information than you need as part of their

Policy pricing information. Additionally, consider flooding from such things a fireman leaks, fire

Extinguisher sprays, fires, contamination, traffic coming through the front of the building or hitting

Power poles and even bombs - real or even threatened.

Equipment: Power surges can come over the power lines and damage the equipment, fire

Extinguishers and plumbing leaks which are VERY bad for electronics, some equipment may be

Dependent upon air conditioning and some may even “develop legs and walk away”! Additionally,

Care should be taken that equipment is not used for unauthorized purposes.

Software: Programming can be accidentally (or intentionally) modified or destroyed by

Programmers or even users. Interrupting the power to an operating system is one method by which

The programs that are running may be corrupted. The backup process often has the ability to destroy

Programs as well as data if improperly used, such as if the “restore” capability is triggered

Improperly. There is also the risk when installing or upgrading programs that the new code is itself

Corrupted. Records and files: How safe is the storage of the media? Could they become lost or damaged? Are they stored in a location where they may be considered “surplus” or “for general use”? If the Medias lost or stolen, consider the impact of not only the missing media but also the information on it.

Data and Information: This is where the risk of “crackers and hackers” may manifest themselves.

Information is something that can be copied or examined without the owner being any the wiser

Information on disk may be copied, read or even erased from remote locations through network

Connections. The media - external copies, pages of printout, even the computer itself - may be

Subject to the possibility of damage, loss or theft.
Application of : risk management in Public Administration
Risk Management (KM) plays important roles in Public Administration

(PA). Each role serves specific constituencies and purposes and is implemented

Differently. Jointly, they build society’s intellectual capital (IC) to improve the

Effectiveness of public and private decision making and situation handling. Four

Public Administration risk areas are considered: Enhance decision making within

Public services; Aid the public to participate effectively in public decision

making; Build competitive societal IC capabilities; and Develop knowledge-

Competitive work force. Numerous KM approaches are adopted to serve these

Purposes. Most efforts address specific needs. Only few pursue broad, deliberate,

And systematic KM. Examples of these approaches and perspectives are

discussed. The premise for KM is that among many factors, effective and

intelligent behavior depends on having appropriate understanding in addition to

being informed.
Viability and success of any society is largely a function of how its resources can be leveraged.

They include natural resources, geographic location, capability of people, and resources like

intellectual capital (IC).

Public Administration (PA) in any society is important and complex. It

affects most aspects of society. Its approach and effectiveness determine the society’s culture,

quality of life, success, and viability. It also acts as pace setter, planner, implementer, educator,

peacemaker, and disciplinarian, all with different emphases depending on the society’s culture

and agendas. A competent PA with sufficient capacity and influence can provide for a great

society. An incompetent or dysfunctional one can lead the society into severe decline, even ruin.

To be successful in fulfilling its functions in a democracy, the citizenry must cooperate in many

ways and have confidence in the society’s capabilities, directions, and actions. Successful citizen

participation and confidence depend largely on broad understanding of, and agreement with

actions by public entities and acceptance of implications of those actions. An ignorant citizenry

is a poor public policy partner. A vital aspect of the society’s success is the knowledge that its

citizens possesses, is made available to its public servants, and is embedded in structural and

other intellectual capital assets that can be leveraged internally and in the global market.

PA shares responsibility to assure that its society provides the quality of life intended for its

citizens. From a societal knowledge or IC perspective, this implies participation in building and

leveraging society’s IC to obtain the necessary economic . It also implies long-term

responsibilities to foster development of a competitive work force that can compete in regional

and global economies. These issues are well known to public administrators (Pass). However, the

past has not offered opportunities to address them with powerful and systematic approaches. This

is changing. The broad field of knowledge management (KM) introduces new options,

Intellectual capital (IC) is used to denote all aspects of personal tacit and explicit knowledge as well as structural intellectual capital, be it explicit, embedded in technology, or in other forms.

capabilities and practices to assist PA to great advantage. It becomes a new responsibility to

manage knowledge to strengthen public service effectiveness and improve the society it serves.

KM goals are to improve the effectiveness and sustained viability of any enterprise – be it a

commercial corporation, a part of society, a country, or a single individual. KM must be fully

aligned to the enterprise’s central objectives. The KM objectives for PA in a democracy may be

expressed as the intent to provide:
  Effective PA services and functions to implement the public agenda. Public services must
address issues and requirements relevantly, competently, and timely and consume minimal

resources. They should also deal appropriately and expeditiously with unexpected challenges

and disasters. A stable, just, orderly, and secure society. This includes preparing citizens, organizations,
and public agencies to be effective policy partners – to create sound public opinions – to

engage in public debates and policy formation – to participate in processes to conceptualize,

plan, decide, and implement public actions – to observe society policies – and to provide

support for the administration. Acceptable level of quality of life, particularly through building, maintaining, and leveraging commercial and public intellectual capital.
  A prosperous society by developing its citizens to become competent knowledge workers and
its institutions to be competitive.
Comprehensive Knowledge Management

Recently, the roles of knowledge and understanding for organizational performance have become

clearer. Early on, managerial emphasis was placed on observable work. Later it included the role

of information. Now, focus is shifting to include knowledge. It has always been understood that

know-how and expertise influence quality of work. However, the knowledge focus has tended to

be on the individual and not on systematic considerations of broader work processes or

knowledge mechanisms within organizations.

There has been little focus on invisible work,
particularly on how workers think and utilize knowledge when performing tasks.

Recent changes in  emphasis are driven by many factors. They include an increasingly

sophisticated and demanding market place, deeper insights into   functions, and greater

understanding of knowledge intensive work and how people think, learn, and use knowledge –

i.e., cognitive sciences (Brown and Dugout, 2000; Dalasi, 1994 and 1999; Helper, 1989;

Monika and Takeuchi, 1995; Klein, 1998; Scion, 1983; Wig, 1993). Gradually, leaders start to

focus on managing knowledge deliberately and systematically. KM has emerged to create and

leverage IC into the  equation and into public management (Alee, 1998; Bohme and

Steer, 1986; OECD, 2000; Reich, 1991; Wig, 1994 and 1997). IT is used extensively to support

KM although many information management tools are marketed as being “Knowledge

Management” tools, which they arguably are not. Knowledge, it must be realized, is distinctly

different from information and that KM and information management are not the same.
Systematic approaches, when applied to societal processes, emphasize applying systems theory to deal with interconnectedness, effects over time, parallelisms, and nonlinear behaviors. 
Figure 1 provides a perspective – a dynamic model – of the role that IC assets play in enterprise

performance. Four principal factors are indicated: Enablers; Drivers; Facilitators; and

Mechanisms. Solid arrows indicate performance-influencing relationships. Broken arrows

indicate dominant relationships between factors. Knowledge and other ICs is the principal

enablers of performance. They provide means to establish the proper course, content, and quality

of actions. Drivers provide energy and impetus to act. Facilitators provide ‘lubricants’ to reduce

friction that work against actions. Mechanisms consist of the functional elements that are

manipulated – the processes that operate to produce actions. Traditionally, principal attention has

been focused on mechanisms – the components of the system that implement actions determined

by the drivers, enablers and facilitators. The knowledge perspective makes it possible to shift the

focus to components that determine the effectiveness of “what” the actions should be, i.e., what

should be implemented.

Knowledge has often been managed implicitly and without specific focus. Deliberate and

systematic KM – comprehensive KM – pursues explicit, systematic, and enterprise priority-

driven approaches to develop a distributed, non-bureaucratic enterprise-wide practice that is part

of each person’s work life. Comprehensive KM practices include deliberate efforts to:

Enablers Provide Direction and Nature of ActionsFacilitators Provide Support for Actions

and Contexts Mechanisms Make It Possible for Actions to Take Place Drivers Provide Impetus to ActionsOtherIntellectualAssetsInfrastructureTechnologyEnterprise Practices Enterprise Structure

InformationAssetsOperating Capital Customer Demands Personal Motivation Knowledge and 

UnderstandingStakeholderRequirementsWorkOrganizationRelationshipswith Stakeholders Investment
Capital Figure 1. A Perspective of the Role of Knowledge in Enterprise Performance. Identify which IC needs to be created and maintained – including the IC desired for
market exploitation and expertise that needs to be available at points-of-action for

delivery of desired competitive work products and service paradigms. Create, transform, and provide (learn and deploy) the required knowledge and ascertain
that it is continually renewed.
   Ascertain that all available IC assets are diligently leveraged wherever appropriate
through use or exploitation.

 . Govern knowledge management-related processes and relationships by providing
enterprise-wide support, infrastructure, and leadership.

Incremental KM, in contrast, tends to arbitrarily identify and pursue a knowledge-related action

as extensions of occurring activities – incremental improvements on ‘ -as-usual’ without

focus on ascertaining that the knowledge assets are applied.

Enterprises that pursue comprehensive KM pursue sub-practices that in combination contribute

To the overall success. They focus vigilantly on making knowledge work effectively as chief

Enabler of enterprise performance. These sub-practices include efforts to: Focus the KM vision and practice to align with enterprise direction. Provide effective governance for the KM practice.
Promote integrative management culture by fostering a knowledge-supportive culture –
including safe environment, ethical and mutually respectful behavior, minimal politicking,

collaboration, and a common focus on delivering quality work without delay – i.e., “getting

the right thing done quickly and with as little fuss as possible!”

Provide shared understanding – of enterprise mission, current direction, and individual roles
to support the enterprise and individual’s own interest.

Practice accelerated learning – by pursuing a broad range of knowledge transfer activities to
ascertain that valuable IC is captured, organized and structured, deployed widely, and used

and leveraged. The impetus is on making important IC flow rapidly, in proper quantities, in

well-represented and effective ways, and to all valuable destinations.

  Educate employees – by providing opportunities to learn professional, craft, and navigational
knowledge and met knowledge, and by providing information and other resources necessary

to deliver quality work products that satisfies work requirements and service paradigms.

  Provide opportunities – by placing employees in situations where they can use their
capabilities. Give permission – by providing employees with safe environments in which to do their work and have understanding of how far they can improvise enterprise guidelines and policies to

serve individual situations and customers.

Foster motivation – by motivating employees to act intelligently – ‘to do the right thing’ –
and providing understanding and emotional acceptance of how actions will be of value to

stakeholders, the enterprise, and most importantly, to themselves.

Create supportive infrastructure capabilities – by including extensive IT applications.
Comprehensive KM can be pursued with any of many potential activities. Figure 2 provides

examples of a few such activities with indications of how they fall into four main functional

areas:
  Governance functions to direct and support KM-related efforts throughout the enterprise
from enterprise perspective and goals.

Staff or infrastructure functions that support KM objectives and individual activities of many
kinds including supporting capabilities like special expertise teams, institutions, and

technological facilities.

 Operational functions to obtain and create knowledge and to capture, organize, distribute,
and manipulate it. Functions to realize the value of knowledge-related investments through understanding of how to leverage knowledge in use, in products and services, in patents and technology
other kinds of structural knowledge such as systems and procedures.

Comprehensive KM recognizes that enterprise strategy is decided in the boardroom or by

legislatures by deliberate ‘decisions-in-the-large.’ However, strategy implementation frequently

is achieved through the minute ‘decisions-in-the-small’ that public servants and other people

make as part of their daily work. Strategy and  direction is most often implemented in

the field and on the factory floor and depends on comprehensive KM to build shared

understanding of enterprise direction and intents.

When pursuing comprehensive KM, a constant requirement is to identify the expected benefits

and work to achieve them. This is particularly important since “managing knowledge” itself in

reality is impossible – only knowledge-related actions and processes can be managed.

Public Administrators’ Role in Societal Knowledge Management
PA functions in the modern, democratic society are complex. Ideally, but unrealistically, civil

servants should possess the best expertise and collaborate with experts with the most advanced

state-of-the-art understanding. While at times being experts, they should also be lead facilitators

and KM moderators. However, communication difficulties in societal KM may make it difficult

to walk the narrow line between: (a) having deep and special insights into how to proceed and

(b) involving the public and special needs groups in a collaborating process. Pass must provide

initiatives, leadership, and coordination to implement the most effective approaches and to

ascertain that society as a whole is served appropriately.

The role of guiding and governing society’s agendas for public IC falls to Pass. The conceptual

leadership for KM must in part reside with PA but must also be shared with all stakeholders.

Broad KM practice must ultimately be the responsibility of each public agency and each civil

servant. Without broad agreement on concepts KM will not be effective. A separate, but small

PA entity or office should be created to support the KM practice. Its function must be supportive,

innovative, and collaborative. It must avoid being prescriptive and needs to operate on several

levels. Part of its work needs to be on the policy level with responsibility to coordinate KM

activities in accordance with society goals and objectives. It must also communicate with

legislatures and public agencies to secure resources required to pursue the knowledge agenda. It

must collaborate with citizen groups and the community to facilitate joint programs,

determine capabilities, opportunities, needs, and constraints (CONC) analysis.

The office must:
maintain the broad vision for comprehensive KM and facilitate its adoption across all societies
entities. It must secure shared resources that individual agencies cannot justify and provide

methodological leadership with ensure common standards to allow interoperability, uniform

access, collaboration, and knowledge sharing. These demands lead to needs for specialized

expertise in several areas and the KM office staff should have considerable expertise in areas like

public policy. In addition they should have – or have access to – KM expertise such as

Knowledge Engineering, Management Sciences, Cognitive Sciences, Social Sciences, Library

Sciences, Philology or Linguistics, Artificial Intelligence, and Advanced Computer Sciences.

PA entities have broad responsibilities in pursuit of societal objectives. PA governs and

facilitates public aspects of operations and life of public and private organizations and individual

citizens. When considering knowledge-related issues, such responsibilities cover not only

knowledge-related functions within PA. Responsibilities extends to govern and facilitate other

knowledge-related and affected areas, particularly preparing effective policy partners, building

and leveraging societal IC, and building and maintaining a capable and competitive workforce.

Figure 3 indicates examples of KM actions in the four areas. Furthermore, the responsibility also

includes creating and governing the overall vision, perspective, and strategy for the society’s

general KM practice.

Capabilities, Opportunities, Needs, and Constraints (CONC) analysis is similar to Threats, Opportunities,Weaknesses, Strengths (TOWS) analysis but includes knowledge that provides a perspectives difference.



Secure & Improve Contexts

Conserve & Preserve Resources

Renew Enterprise Capabilities
Figure 3. Primary Factors Needed to Deliver Desired Work.
Starting any new practice – and a comprehensive KM practice is not different – requires a well

thought-out, deliberate, and small and targeted beginning with clear understandings of expected

benefits. However, it is also important to have a flexible blueprint of the broad vision to guide

the efforts. Initial and later KM activities should serve as building blocks and contribute to

creating the larger KM practice. It therefore is important to identify the desired path of activities

and resulting benefits that are planned to build a broad and comprehensive KM practice that

reaches all intended areas and parties and produces the capabilities and results that are

envisioned. Some KM potential governing steps to start a broad KM practice include:

 Identify people who are conceptual drivers for comprehensive KM and rely on them for
Guidance.

 Develop vision for the public KM practice within the region.
 Create the KM office function.
 Create knowledge landscape map for the region covering the overall responsibility area
of PA with special emphases on delivery of public services, preparation of the public as

effective policy partners, building and leveraging public and private IC, and development

of citizens as capable knowledge workers – all considering capabilities, opportunities,

needs and constraints.



  Develop IC-related policies and obtain legislative commitments and findings for the
overall program.

Figure 4. Elements of Public Administration Knowledge Management Practice.

As the KM vision is built, it is important to keep a clear overview of which activities need to be

undertaken for which purpose and which ones may serve many purposes as indicated in this

figure. Beyond the general KM activities, IT-related support activities and infrastructures are

important. They serve vital functions, are complex, costly, and often take time to design and

implement. Therefore, they require separate considerations and some may be illustrated as in

Figure 4 where the joint infrastructure activities are separated from activities that serve particular

purposes. In addition, it may be desired to identify implementation sequences such as those that

should be considered for implementation in Round 1, Round 2, and so on.

Building the infrastructure for a KM practice within PA requires extensive effort. In addition,

technology advances rapidly in many areas and new approaches and capabilities appear

regularly. In this environment, it is important to create a flexible IT architecture and maintain a

adaptable plan to provide desired versatility. This often requires creating infrastructure elements

that will serve most desired purposes but may require replacement within the overall planning

horizon.



Assure Competent and Effective Public Services
The success and viability of any society depend upon how well its public services are provided.

Quality and effectiveness of PA services are influenced by many factors. Organizational

structures, responsibilities, capacities, information, civil servant personal expertise, and

otherwise available IC are factors that affect the performance desired from the enterprise. Among

these, IC assets are primary enablers as indicated in Figure 1. They are the basic resources that

govern nature and directions of actions. Without adequate ICs, even when given the best

information, actions will be based on ignorance – lack of understanding – and will be arbitrary

and ineffective. Consequently, it is of importance to manage knowledge to make public services

act knowledgeably. However, IC alone is not sufficient. Other primary factors are indicated in

Figure 5 with examples of the active KM activities they support to deliver the desired resulting

effects.

Figure 5. IT-Related Elements of Public Administration KM Practice.

Creating and maintaining competent public services is not simple. As for other organizations,

and was indicated in Figure 3, the overall effectiveness of public agencies depends on individual

effectiveness based on intelligent behavior by its people, their motivation, and freedom to act

appropriately. It also depends on the suitability of policies, support systems and infrastructure,

and organization of work, to name some aspects. Again, the enabling factor is IC. That includes

the expertise and understanding that individuals can command to perform immediate work. It

also includes knowledge embedded in policies, procedures, organization of work, work aids, and

infrastructure. Comprehensive KM provides approaches to improve and leverage most of these

aspects. For example, KM methods are used to build expertise in people and to influence their



motivation through increased understanding of the value of their own roles to society – and to

themselves. In general, KM approaches developed for private organizations are highly relevant

for public service organizations.

Managing knowledge to provide effective PA is not new. Building personal expertise in public

servants is traditional. Training programs, qualification examinations, certifications, and other

approaches have long been used successfully. They help to develop and control competence,

ascertain that the public will be served well, and that public interests and agendas are pursued

appropriately. However, there is room for improvement. Modern comprehensive KM builds upon

established practices by adding capabilities and approaches.

Different KM approaches may be implemented to support effective performance. Which options

to implement and when, become functions of expectations for performance changes, available

resources, support of the overall KM practice, broader enterprise needs, and other factors. A

number of KM approaches is open to Pass to manage knowledge or to create comprehensive

KM practices.
Prepare Effective Policy Partners
Pass help the public understand needs and direction of public activities, programs, and projects.

They inform the public about planned or proposed actions through hearings, town meetings, and

informative news programs. Unfortunately, these may be marginally effective. Often, they do not

provide in-depth dialog to correct wrongful understandings that many citizens have of proposed

actions. Citizens are faced with being engaged in “informed decision making” while having

limited understanding of implications. They are not prepared to participate as knowledgeable

decision makers on their own behalf. Much resistance against public actions has resulted from

public ignorance or misunderstanding. Also, inappropriate public actions may be approved by a

public that does not understand its negative sides. Effective and efficient transfer of deep

knowledge and understanding can improve the public’s insight by use of KM methods.

Public governance is more effective when citizens have understanding of directions, options,

issues, and opportunities. It is particularly value if value systems and ‘models of the world’ are

shared with Pass.

That, however, does not mean that everyone should agree! No society can

expect all its citizens to build deep and shared insights. Nowhere will the complete citizenry be

fully educated or of one mind. There will always be legitimately different opinions, knowledge-

sparse misunderstandings and value-based disagreements. To have the desired results,

communications must be knowledge-effective and preferably closed loop with feedbacks through

dialog (Wig 1995, 327-334).

Mental simulations and evaluations of outcomes are based on projections of expectations for behaviors using mental models of processes in the world (‘models of the world’) and values held by individuals or groups of individuals. Agreements such as public support for official projects are often based on shared mental models between the public and administration. Misunderstandings between two parties often results from significant differences in the models of the world that the parties hold in their minds.



In dealings with the public, many problems are caused by the wide difference in mental models

and resulting understandings that exist in the general population. The public’s insights often are

different from those of PAs. Pass may have developed extensive knowledge of proposed actions,

although at times from narrower perspectives than those available in the public-at-large which

will be aware of circumstances not known to PA. The administration’s views are not always

right. In a democracy, special interests may pursue undesirable public actions which rightfully

should be modified extensively or defeated by the citizenry as better understandings are

developed.

KM methods provide opportunities to prepare the citizenry to be more effective policy partners –

for conceptualizing, planning, deciding, and implementing public actions as well as for providing

general support. To be effective policy partners, citizens need to have breadth of knowledge and

understanding of consequences. Among KM approaches that are available to Pass to assist the

public to become more effective policy partners, the following should be indicated.
Build and Leverage Public and Private Intellectual Capital
A country’s viable success depends upon its lever gable resources. Public and private IC of all

kinds create significant opportunities for success and PA influences both creation and leveraging

of IC. Also, in today’s global economy technology is important. Hence, public support to

creation technology and research parks and knowledge flow clusters is important for building

environments where world class expertise can congregate and provide environments of synergy.

In addition, knowledge-related actions often are complemented with other actions to facilitate the

desired results. For example, tax or import-export restrictions may have to be eased to attract

external industry that can benefit from a well educated domestic work force.

On a national level, PA influences knowledge-related mechanisms for building and leveraging

IC assets in many ways. These include patent policies and legal support for value realization and

protection enforcement of IC. Other interventions include international trade agreements and

targeted support of individual export or import contracts. On both national and local levels public

projects provide direct support to create and leverage public and private IC. Societies benefit

from knowledge-related activities in several ways. Some result in increased trade and economic

activity. In particular, developments of IC assets such as world-competitive expertise and

knowledge-based products can result in valuable economic and trade changes.

Larger economic activity leads to increased employment, trade, and area payroll with associated

positive economic impacts. However, as for other societal developments, many of these impacts

take time to realize. Numerous mechanisms are available to PAs to create IC assets directly or to

facilitate their creation in the private sector. In the private sector, public KM needs to be governed

by the desired national or regional strategy. IC asset development must be related to available

resources and current conditions. Governments frequently allocate resources to create

capabilities to obtain specific results. While providing the desired primary results, such actions

often also develop highly valuable secondary IC assets and capabilities.



Develop Capable Knowledge Workers
Societies depend upon the capability of their work forces. An uneducated or unmotivated work

force obliges the society to rely on natural resources to be successful, and even that is

questionable. In today’s global economy where ICs determine competitiveness, a major objective

is to develop and maintain the ability of its citizens to perform skilled and knowledge-intensive

tasks. From the societal knowledge perspective, PA needs to play an active role also in this area.

To be effective, its role must be based on clear and flexible visions of what should be achieved,

which societal results should obtain, and how it should be done.

Developing a competent work force requires decades. Several perspectives should be kept in

mind when considering how to envision and manage the work force development:

  Transverse Perspective consider work force requirements and developments across
industries and societal functions. They cover developing citizens with competitive expertise

– in all disciplines and industries required. These perspectives consider the breadth of areas

such as: Agriculture and fisheries; Tangible goods industries; Service industries; Educational

functions; Research institutions; Civil services; and Defense functions.

  Longitudinal Perspectives start with infants throughout childhood, schooling, and
preparation of trade workers and professionals. These perspectives consider all stages of

personal developments such as: Prenatal conditions, Infant rearing; Kindergarten impacts;

Grade, middle, and high school education; Trade school preparation; Associate degrees;

University education; Post-graduate work; Industry training; and Life-Long Learning

programs and opportunities.

  Political Process and Resource Allocation Perspectives consider society’s objectives,
public opinions, interest group influences, and the time, communication, and other realities of

political processes. Also considered are societal priorities, funding capabilities, and

availabilities of public and private resources.

  Methodological Perspectives consider knowledge-related practices, methods, and activities
that can be undertaken to achieve the desired goals.

PA has many options available for developing the work force. Some options provide relatively

quick results without great investments. Others, such as public education, can require extensive

financing over one or two decades before results obtain. PAs must provide initiatives, leadership,

and coordination to bring about the most effective approaches and ascertain that society as a

whole is served appropriately.
Knowledge Management Activities and Benefits
KM can be approached in numerous ways to serve particular needs and conditions. Successful

KM practices typically need to be supported by complementary efforts in different domains. It

therefore is helpful to consider the activities needed for governance and infrastructure in addition

to the operational activities that normally are center of attention. Examples of activities in the

three domains are presented in Tables 1, 2, and 3.

Effective KM is expected to provide many benefits. Some are short-term and most often

influence performance directly. Others have longer term effects and may develop capabilities

that allows new strategies or different ways of operating. Table 4 provides a few examples of

benefits that can be expected.
Concluding Comments

Knowledge Management (KM) is in its infancy and under constant development. We do not

have good insights into how knowledge – associations, mental models, understanding, and

thinking – is used by people to perform work. Nor do we understand how to transfer cognitive

skills effectively from one person to another or how to transfer conceptual and tacit knowledge

from personal domains to structural IC within organizations. Technology-based KM tools are

immature and narrow but in rapid development. Nevertheless, existing KM practices,

approaches, methods, and tools are useful and valuable and have assisted organizations to benefit

through improved effectiveness. New advancements make implementation of KM practices more

focused, less resource intensive, and more effective. These developments are expected to

continue.
In the modern society, applications of KM practices supported by KM methods, including IT-

based tools, have become important to pursue societal goals with success. PAs in most nations

and regions have started to implement approaches to achieve well-defined objectives and this

trend is accelerating as experience is gained and new insights of valuable applications of KM are

shared. There is an emerging understanding that for KM to reach its potential, KM practices need

to be broad and comprehensive – each agency, department, and individual need to incorporate

KM considerations into their daily work life, yet it is important to start small and target clear

goals.
Societies consist of entities whose behaviors are determined by personal knowledge or ICs

embedded in systems, procedures, technologies, and computer-based systems, to name a few.

Knowledge-related entities include knowledge producers (sources), knowledge holders,

knowledge transfer agents, knowledge and information distributors, and knowledge consumers.

Pathways connect these entities through knowledge flows such as those illustrated in Figure 6.

The “societal knowledge system” operates as a living organism with multiple goals, resources,

information exchanges, flows of many kinds, and self regulating mechanisms. Unfortunately,

some, such as the market mechanisms may too often be inefficient. The knowledge system

changes and adapts to economic and social demands and it therefore is important to maintain the

vision and overview for overall system and how it might operate in the modern, competitive

society.
In particular, the need for comprehensive KM within and in support of PA is important. KM

plays a central role to make PA function more effectively. More importantly, comprehensive KM

governed by PAs in support of societal goals can provide broad benefits that allow the society to

prosper and increase its viability by making its people and institutions work smarter and thereby

increase the quality of life for its citizens.

initiatives that improveperformance andcompetitivenessCompetent and capable work force will lead to:

Ability for nation or region to pursue strategies that depend upon competitive knowledge industries

Competent and effective public service wills leadto: Quicker public actions and lower costs of public

services Engaging citizens and interest groups in creativecollaboration for potential and newpublicactionswill lead to: Public support and activeinfluence in shaping society-wide actions Regional IC that provides successful products and services will lead to: Improved exports: It also

will make the emerging work force seek areas of potential professional success will lead

Nationally competent people will lead to: All “doing the right thing first time” resulting in

lower costs and improvedperformanceExtensive collaboration within and between

agencies, members of the public, industrial and partners, and special interest groups will

lead to: Effective public actions that address real societalneedsA public that is ineffective policy partner will lead to: Less friction and public unrest, less cost of maintaining order and operating the judicial system• Commerce expertise will lead to: Increased trading wit existing and new partners• Scientific expertise in areas such as agriculture will lead to: Increased food production

and export of agricultural products• Providing educated and skilled people in suitable numbers leads to:

Satisfying employment requirements for greater competitiveness
• Providing a competent population leads to:

Low unemployment and improved quality of life" Always use best knowledge” mentality supported by incentives, guidelines and policies, and reflected in employee evaluations and placing

public servants in positions where they can use their expertise will lead to: Consistently high quality

and reliable public decisions and actions public that is ineffective policy partner

will lead to: Greater efficiency of public service and greater

satisfaction among public servants with greater personnel retention and

knowledge-building• Financial expertise leadsto: Local enterprises properworld players; External

institutions are attracted to fund and form regional financial centers• Medical expertise leads

to: Attracting outsiders to conduct within
the region and to healthy and able work force Industries operated with

world-class expertise will lead to: Regional ripple effects that spread capabilities and

increase innovation and effectiveness and reduce operating costs with

resulting increases in global competitiveness



In the following a small selection of risk practices and methods are outlined. Further discussions

of additional approaches can be found in the literature (Cortaid & Woods 1999, Liebowitz 1999,

Seabee 1997, Thereof 1999, Tirana 2000, Wig 1995 and others). The practices and methods

included below are:
· Create Integrative Management Culture

· Map Knowledge Capabilities, Opportunities, Needs, and Constraints

· Measure Intellectual Capital and Create an Intangible Asset Monitor

· Change Cultural Drivers

· Create Collaborative Work Practices

· Foster Communities and Networks of Practice

· Conduct Knowledge Cafés

· Capture and Transfer Expert Know-How

· Capture and Transfer Expertise from Departing Personnel

· Capture Decision Reasoning

· Lessons Learned Systems

· After Action Reviews (AAR)

· Outcome Feedback

· Expert Networks

· Knowledge Discovery from Data (KDD)

· Performance Support Systems (PSS) and Knowledge-Based System (KBS)

· Build and Deploy Knowledge Bases

· Information Technology Tools for Knowledge Management
  Create Integrative Management Culture–or “Synergistic Orchestration Environments”
– When an enterprise builds and orchestrates an internal practice to deal systematically and

deliberately with knowledge by having people share insights and seek assistance from one

another, a new and open culture emerges. People open up and discuss difficult issues,

emerging ideas, and tentative opportunities with one another. They take ‘mental’ risks that

would be unthinkable in conventional environments. They seek collaboration to achieve

better results quicker, and build upon ideas of others and let others build on their own ideas.

By opening up to new approaches and perspectives, and by building on the capabilities of

others instead of only relying on their own, they expand their ‘action space.’

expand action spaces, and become more effective through capable collaboration, the

enterprise becomes smarter and more effective. Complex tasks are addressed better and

faster, and innovations abound and make the enterprise more capable and able to engage in

activities that previously were infeasible.
  Map Knowledge Capabilities, Opportunities, Needs, and Constraints – Mapping
(auditing -- surveying -- determining the general conditions of) the enterprise’s knowledge

landscape provides insights for enterprise governance and other high-level functions and is

Action Space – The domain that lie within the perspectives span and the boundaries that circumscribe the outer

limits of the actions that the person (or enterprise) is comfortable to operate within.



often a top-down effort. In addition, knowledge landscape mapping (KLM) can provide

important details for focusing on particular areas that need management attention. It consists

of auditing knowledge-related conditions, programs, activities, capabilities, assets, etc. to

identify Capabilities, Opportunities, Needs, and Constraints (CONC) of the overall

knowledge situation and of potential future developments.
  Measure Intellectual Capital and Create an Intangible Asset Monitor – Provide
overview by auditing the intangible assets of the enterprise with focus on the intellectual

capital. Create a permanent IC management capability by implementing an intangible asset

monitoring system for regular updates. <http://www.sveibytoolkit.com>

  Change Cultural Drivers – by introducing more effective communication practices, peer
reviews, and specifics such as incentives, guidelines and policies, and corresponding

employee evaluations to influence the behavior of people within an organization.

  Create Collaborative Work Practices – Many factors affect capability to collaborate.
Some of these are associated with attitudes. Others are associated with understanding and

knowledge. Yet others are associated with compatibility and sharing views, thinking styles,

and backgrounds. A set of important factors for being able to collaborate include: Sufficient,

complementary, and diverse expertise for creativity, versatility, and flexibility; Shared and

well understood goals and objectives; Shared knowledge to mutually understand the

situation’s needs and nature; Personal security and knowledge that collaborating is “safe”;

Understanding of others’ expertise to accept the value and relevance of their potential

contributions; Mutual respect, tolerance, and trust; Compatible work styles and ability to

work together
  Foster Communities and Networks of Practice – by facilitating collaboration and
socializing by people with similar or identical responsibilities within an organization

(Community of Practice). The purpose is for these individuals to share experiences and

insights collaborate to find innovative solutions applicable to their daily work. Networks of

practice is formed by people with similar functions from different organizations.
  Conduct Knowledge Cafés – Knowledge Cafés is a term used for group sessions where a
number of people (from a small number to several hundred) is assembled to discuss

implications of some topic that affects them and their organization. Typically, the

knowledge café is conducted by presenting the topic and its background to the group. This

presentation is followed by brief (5-15 minutes) discussions small groups (five or fewer

persons) of the implications and what they may mean for the participants. The groups are

then scrambled and discussions are repeated – often for four or five cycles before summaries

are collected. Often, continued informal discussions are encouraged for days or weeks...
  are used to communicate concepts, judgments,
and thinking by exceptional performers, experts, to other knowledge workers to help them 
develop improved knowledge to perform better.

One approach uses a risk professional to:
assist experts to identify and characterize their associations, concept hierarchies, mental

models, content knowledge, and met knowledge through observing experts at work and in

simulated situations. Using this material as illustrations and examples, the experts

communicate directly to other workers. They explain their approaches, thinking and

perspectives for handling routine and particularly, no routine, situations and engage less

experienced workers in discussions and explorations. This approach allows these workers to

learn by building and internalizing new knowledge – they build mental models in the form of

operational models, scripts, schemata, and general abstractions.

o Capture and Transfer Expertise from Departing Personnel – is a valuable practice when
competent people retire – or are promoted. Many approaches are used. For example, some

use trained observers who document routine and semi-routine work in job descriptions,

reports or video recordings. Others utilize ‘self elicitation’ by writing or audio or video

recording explanations of their expertise. Others use KM professionals to elicit and

document pertinent knowledge. Still others use apprenticing or shadowing to learn on-the-

job. Shadowing is particularly useful when the expertise covers a highly variable domain

such as for managers, internal consultants, ‘trouble shooters,’ and similar broad fields.
o Capture Decision Reasoning – is very important but rarely performed. It involves
identifying and making explicit the reasons why a particular decision was created and chosen

and other pertinent aspects regarding the situation. Capture of what is behind the decision

involves identifying the context and circumstance of the situation, the perspectives that

dominated the options were considered and rejected with reasons noted. The context

is described.
o Lessons Learned Systems – are provided to support existing work and capture new
knowledge. Lessons Learned systems (LLS) include procedures for sequestering the persons

directly involved when a notable situation has occurred. LLS consist of several elements

including: (a) Individuals involved in the target lesson learned (LL) situation; (b) Procedures

for the capture process; (c) Repository for initial, unedited capture information; (d) Editing

process; (e) Approval process for including LL into final knowledge base (KB); (f) Resulting

KB consisting of all Ells; (g) KB access methods (such as Case-Based Reasoning – or CBR);

(h) User community that will access and use the Ells in their work; (I) Information

technology environment in which LLS is implemented. The target LL situation may be a

solved problem, a preventable mishap, a recognizable opportunity, and so on. LLS

procedures call for quick assembly of participants to capture all relevant information, often in

a predefined, structured format to make such knowledge available when required. The LLS

may use CBR technology to store and locate applicable knowledge in the form of

representative cases to provide guidance when a new situation arises (Wig 1995, 295-304).
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Transfer of cognitive skills has proven difficult. Under the best of circumstances at most ten percent of expert

knowledge can be elicited and transferred during a project period. See Anderson, 1981 and Singly & Anderson,



  After Action Reviews (AAR)
– were first developed by the armed forces to learn from

experience by identifying what the mission was, how it was approached, what went right,

what went wrong, what the situation was relative to what was expected, and which learning's
should be recognized. Three questions drive the AAR method: What happened? Why did it

happen? What should we do about it? The purposes of AAR are to: Improve the accuracy and

detail of feedback available to sector leaders and employees; Identify collective and

individual strengths and how to leverage them; Identify collective and individual deficiencies

and how to correct them; Reinforce and increase the learning that took place during a

business activity; Increase interest and motivation; Guide the individuals and groups towards

achieving performance objectives; Identify lessons learned so that they can be applied to

subsequent activities or tasks; Increase confidence in performance capability; and Increase

proficiency of all participants. These learning's are compiled, edited, and stored in a

structured knowledge base for further studies and to be available in future situations.
  Outcome Feedback – of how work products perform in the external or internal customer
environment – is necessary information on which to base work performance assessments.

Unfortunately, it frequently is not regularly available. Consequently, organizations and

individuals have limited insights into how they may improve their performance, improve

products and services, or otherwise innovate. Outcome feedback is provided in several ways.

One approach is a formalized system for internal and external customers to evaluate received

products or services. Use of questionnaires in merchandizing and many service industries is

typical but not considered very effective. Other, more effective approaches include on-site

studies of how work products are utilized by recipients and how well they satisfy real

requirements.

  Expert Networks – are used to provide formalized capabilities for workers in the field to
consult or collaborate with topic experts on complex or unfamiliar tasks. Several

mechanisms and infrastructure elements may be used to create and support an expert

network. They include: (a) Guides to “who knows what” in the form of “yellow page”

systems on intranets, knowledge inventories, or knowledge roadmaps; (b) Policies that

permit knowledge worker access to experts; (c) Budgets for experts to help knowledge

workers; (d) Communication channels that range from on-site expert visits, face-to-face

meetings, telephone consultations, e-mail, groupware-based communication, video

conferencing, and so on; (e) Learning's capture systems to build frequently asked questions

(FAQ) help systems; and (f) Outcome feedback analysis and capture systems.

    uses sophisticated statistical or automatic
reasoning methods to identify patterns of interesting cause-effect relationships. An example

Some of these threats - though not necessarily all - are given below. Naturally, you must consider

your own situation. Some threats will not matter and may be dropped from consideration and there may be

unique considerations with your specific site.

Threats: Assets at Risk

Facilities: Environmental risks cover things such as floods, lightening, earthquakes, tornadoes…

There should be a local meteorological office that could provide information on this, but quite likely a

large insurance company should be able to supply more information than you need as part of their

policy pricing information. Additionally, consider flooding from such things a fireman leaks, fire

extinguisher sprays, fires, contamination, traffic coming through the front of the building or hitting

power poles and even bombs - real or even threatened.

Equipment: Power surges can come over the power lines and damage the equipment, fire

extinguishers and plumbing leaks which are VERY bad for electronics, some equipment may be

dependent upon air conditioning and some may even “develop legs and walk away”! Additionally,

care should be taken that equipment is not used for unauthorized purposes.

Software: Programming can be accidentally (or intentionally) modified or destroyed by

programmers or even users. Interrupting the power to an operating system is one method by which

the programs that are running may be corrupted. The backup process often has the ability to destroy

programs as well as data if improperly used, such as if the “restore” capability is triggered

improperly. There is also the risk when installing or upgrading programs that the new code is itself

corrupted.

Records and files: How safe is the storage of the media? Could they become lost or damaged? Are

they stored in a location where they may be considered “surplus” or “for general use”? If the media

is lost or stolen, consider the impact of not only the missing media but also the information on it.

Data and Information: This is where the risk of “crackers and hackers” may manifest themselves.

Information is something that can be copied or examined without the owner being any the wiser

Information on disk may be copied, read or even erased from remote locations through network

connections. The media - external copies, pages of printout, even the computer itself - may be

subject to the possibility of damage, loss or theft.

Negotiable and other material: This area includes problems derived from unauthorized transactions

being performed on the computer such as:

a) A retail location may find it has “sold” a thousand items and mailed them and have an

invalid credit card number

b) Something that was sold in confidence becoming public knowledge

c) Something for which the customer is depending on gets “lost” in a fraudulent manner.

Another risk is if there are online control systems which may be corrupted. These days power,

lights, air conditioning and more are likely to be under computer control. Many sites have their

internal control records maintained online. The transfer of items from one location inside the

organization to another is recorded - or even ordered - through computer. This includes things like

service orders. There is a possibility of these orders being corrupted, deleted or even falsified.

Mission: The threats to your organization are limited only by the risks the organization exposes

itself to. The more an information system is used, the more vulnerable it becomes. There may be

forged email, the legal record may become published in the local newspaper, competitors may find

out proprietary information - the list goes on and on and can only be determined by the ones in the

know.
Personnel: A brief talk with a local insurance company will reveal a multitude of risks: vital

individuals may get hit by cars, an epidemic may run rampant across the secretarial pool or even the

competitor may decide to pay more.

Other risks which may be experienced

Fraud and Theft Information technology is increasingly used to commit fraud and theft. Computer systems are exploited in numerous ways, both by automating traditional methods of fraud and by using new methods. Financial systems are not the only ones subject to fraud. Systems which control access to

any resource is targets, such as time and attendance systems, inventory systems, school grading

systems, or long-distance telephone systems. Fraud can be committed by insiders or outsiders. Insiders who are authorized users of a system perpetrate the majority of fraud uncovered on computer systems. Since insiders have both access toad familiarities with the victim computer system, including what resources it controls and where the flaws are, they are in a much better position to perform the fraud and have potentially more to gain.

An organization's ex-employees may also pose threats, particularly if their access is not terminated

Promptly. Malicious Hackers (sometimes called crackers) are a real and present danger to most organizational computer systems linked by networks. From outside the organization, and sometimes even from another continent, hackers have broken into computer systems and compromised the privacy and integrity of data before the unauthorized access is even detected. Although insiders cause more

damage than hackers, the hacker problem remains serious and widespread.

Studies by the National Research Council and the National Security Telecommunications

Advisory Committee show that hacker activity is not limited to toll telephone fraud. It also includes

the ability to break into telecommunications systems (such as switches) resulting in the degradation

or disruption of system availability. While unable to reach a conclusion about the degree of threat or

risk, these studies underscore the ability of hackers to cause serious damage.

The hacker threat often receives more attention than more common and dangerous threats. The

U.S. Department of Justice's Computer Crime Unit suggests three reasons. One, the hacker threat is

a more recently encountered threat. Organizations have always had to worry about the actions of

their own employees and could use disciplinary measures to reduce that threat. However, these

controls are ineffective against outsiders who are not subject to the rules and regulations of the

employer. Secondly, hacker attacks make people feel vulnerable because the perpetrators are

unknown. And finally third, organizations do not know the purposes of a hacker; some hackers only

browse, while some steal, and yet others cause damage. This inability to identify the hacker’s

purpose can suggest that hacker attacks have no limitations.

Industrial Espionage

Industrial espionage involves collecting proprietary data from private corporations or

government agencies for the benefit of another company or organization. Industrial espionage can

be perpetrated either by companies seeking to improve their competitive advantage or by

governments seeking to aid their domestic industries. Foreign industrial espionage carried out by a

government is known as economic espionage.

Industrial espionage is on the rise. The most damaging types of stolen information include

manufacturing and product development information. Other types of information stolen include

sales and cost data, client lists, and research and planning information.

The Central Intelligence Agency states that the main objective of industrial espionage is to

obtain information related to technology, but that information on U.S. Government policy

deliberations concerning foreign affairs and information on commodities, interest rates, and other

economic factors are also a target. The Federal Bureau of Investigation concurs that technology related

information is the main target, but also cites corporate proprietary information such as

negotiating positions and other contracting data as a major target.

Malicious Code

Malicious code refers to viruses, worms, Trojan horses, logic bombs, and other "uninvited"

software. Malicious code is sometimes mistakenly associated only with personal computers, but can

also attack more sophisticated systems. Moreover, the actual costs attributed to the presence of

malicious code have resulted primarily from system outages and staff time involved in repairing the

systems. It should be noted that these costs could be non-trivial.

Examples and explanations:

Virus: A code segment which replicates by attaching copies of itself to existing executables. The

new copy of the virus is executed when a user executes the new host program. The virus may

include an additional "payload" that is triggered when specific conditions are met.

Trojan Horse: A program that performs a desired task, but also includes extraneous functions.

Worm: A self-replicating program which is self-contained and does not require a host program.

The program creates a copy of it and causes it to execute. No user intervention is required.

Worms commonly utilize network services to propagate to themselves other host systems.

Threats to Personal Privacy

The accumulation of vast amounts of electronic information about individuals by the

government, credit bureaus, and private companies combined with the ability of computers to

monitor, process, aggregate, and record information about individuals have created a very real threat

to individual privacy. The possibility that all of this information and technology could be linked

together has loomed as a specter of the modern information age. This phenomenon is known as "big

brother."

The threat to personal privacy arises from many sources. Several cases have been reported

involving the sale of personal information by federal and state employees to private investigators or

other "information brokers." In 1992 the Justice Department announced the arrest of over two dozen

individuals engaged in buying and selling information from Social Security Administration (SSA)

computer files. In the course of the investigation, auditors learned that SSA employees had

unrestricted access to over 130 million employment records. An investigation into one region of the

Internal Revenue Service found that five percent of the employees had browsed through tax records

of friends, relatives, and celebrities.

As more of these cases are exposed, many individuals express increased concern about threats to

their personal privacy. Over the years, Congress has enacted legislation, such as the Privacy Act of

1974 and the Computer Matching and Privacy Protection Act of 1988, which defines the boundaries

of the legitimate uses of personal information collected by the government.

The President’s Commission on Critical Infrastructure Protection identified a wide spectrum of

threats, most of which I have already covered:

National Events and Accidents

Blunders, Errors, and Omissions

Insiders

Recreational Hackers

Criminal Activity

Industrial Espionage

Terrorism

National Intelligence

Information Warfare

Numeric and Objective Risk Analysis

Human beings are phenomenally poor at estimated the probability of a risk. Estimation problems

Often arise from assigning a higher likelihood to what they see or to their perceived the significance. To Help correct for this problem, an adjustment may be made by forming three separate “guesstimates”: the Minimum chance of something occurring, the most likely chance, and the greatest likelihood. The

Minimum is added to the maximum and the total added to four times the most likely value. The resulting Sum is then divided by six. This process is used to derive the average value, instead of what would be the Most likely value.

Some chances of events occurring may be gathered from what are the Chances by B. Siskin and J.

Staler.

Chances of being struck by lightning in your lifetime: 1 in 600,000

Average American is 99.8% likely to live at least one more year

The chance a devastating earthquake will hit southern California in the next 25 years: 50%

The Computer Emergency Response Team Coordination Center cataloged 2,134 computers

Security incidents reported in 1997, along with 311 vulnerabilities.

Instead of performing all of the estimations and calculations, it may be possible to consult historic

Data for similar systems and get a usable ballpark value for the annual loss expected based upon their

Systems (after necessary corrections). Whenever possible, get historic information on a particular threat Likelihood. Insurance companies make their living from compiling just these statistics.

After identifying the threats and risks to the system, the following is a method to quantify the impact

Of the potential threats to the system. For each threat, the probability of that threat occurring and the

Damage that would result if it were to occur must be considered. Countermeasures to these risks must be Identified to mitigate these risks and priced accordingly. In this way, a balance may be reached between

“Cost” and “risks” so that management can decide which risks to prevent, limit or accept

Each threat must be assigned an Annual Frequency Rate (AFR). The AFR is the estimated

Number of times a given threat is likely to occur in one year. 
  Performance Support Systems (PSS) and Knowledge-Based System (KBS) Applications
– A computer-based system which contains explicit or implicit domain knowledge used

Specifically for reasoning about specific situations. Examples of Kiss are case-based

Reasoning (CBR) systems, expert systems, and neural nets. Recently, as a result of the

Systematic perspectives encouraged by explicit KM, the reliance of automated knowledge

And reasoning has changed within many organizations. Instead of being considered as stand-

Alone or relatively isolated solutions to relieve particular critical knowledge-related

Functions, knowledge-based systems (Kiss) are now often considered as integral building

Blocks within a larger knowledge management (KM) perspective.
  Build and Deploy Knowledge Bases – A knowledge base (KB) is a component of a
Knowledge-based system which contains the system's domain knowledge in some

Representation suitable for the system to reason with. Knowledge in knowledge bases is

Typically represented in a standard format. Abs are important repositories for explicit

Knowledge. They can contain “knowledge” in the form of unstructured natural language

Documents, or in many other representations. For structured Abs, editing (“rational

Reconstruction”) of the acquired knowledge is needed. Abs is also equipped with retrieval

Mechanisms that can range from simple query languages to sophisticated intelligent agents.
  Information Technology Tools for Knowledge Management – A large number of IT tools
Are available for KM support. These tools are under constant development and new

Capabilities are introduced repeatedly.

A class of IT-based tools will operate on and support categorization and linking of natural

Language documents. Most of these tools will also assist in creating intranet portals. Many

Have limited natural language (concept) understanding and indexing capabilities. The Internet

URLs for some tools in use.
Conclusion

For estimating the costs of the data itself, talk to the information owners: find out how much

Time and resources would be required to replace it (if they need to replace it all). Cost time and

Resources - the procurement department should be able to cost staff time when needed. One

Measure is the labor needed to recreate it. To this should be added the "opportunity cost" -- the

Money unearned because one is busy recreating instead of proceeding with other business. Try to

Estimate impact on the business: ask questions such as: "can you do your work without this data?

If not, can the company operate without revenue until you get the information back?" and so on.

Estimate cost of this impact (taking into account intangibles such as loss of business, loss of

Reputation, etc.). Internal/external auditors should be able to help do the cost estimating.

Information results from the processing of data. Although there are ways to quantify and

Characterize data; measuring the value of information is more difficult. Often a small amount of

Information will have greater value than large amounts of other information. The need to design

Cost-effective information protection architectures add new urgency to this classic problem.

There is no one metric that applies to all circumstances, but an approach using multiple metrics,

Each looking at one aspect can still be useful. Although it would be nice to have a simple way of

Assigning an absolute value to information, it may be more useful to assess value is relative to

Some context including the uses that are to be made of it as well as the actions of competitors or

Enemies.

There are different types and places where information resides in an organization and methods

To assess its value in each of these. Vital Information exists in:

Vision or Mission Statements,

Strategic Plans or Operational Concepts

Business Processes

Corporate Databases

Information System Resources including the capabilities of the knowledge workers

Whose expertise makes things function? (These resources are the ones that you will

Probably be more concerned about.)

The cost associated with intellectual property should take into account how the organization

Would react if the data were to be totally compromised.

Some types of information, such as trade secrets are valuable because they enable it to build

Better products or conduct a type of business more ably than those who don't share these secrets.

This type of information can lose its value should it become commonly available. The same is

True of intellectual capital such as software or copyrighted literature. Regardless of other

Functional or societal value it may carry, its commercial value derives from its ability to influence

Purchases or products containing it.
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